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Over a near 40-year career, Geoff Gregory has gained a 
wealth of insurance industry experience and expertise, 
having worked on both sides of the insurer-broker fence. 
He joined RBIG in 2006 from Aviva, where he was a 
senior underwriter, and is responsible for technical 
guidance and insurer relations.
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How an increasingly vital cover is impacted 
by growing and emerging risks 

Pandemic-induced economic turbulence, increasingly aggressive regulatory regimes and 
the growing impact of environmental, social and governance (ESG) issues are among a 
host of factors which are exposing executives to heightened legal and financial risks.

It has therefore never been more important to consider securing protection through 
Directors and Officers (D&O) liability insurance. 

However, faced with such volatile conditions, insurers have in recent years tightened 
underwriting criteria and increased premiums. The hardening of the D&O market 
means that to secure the right cover at an attractive premium requires both experience 
and expertise.

Concerns about rising inflation, supply chain interruptions, a “late payment crisis”,  
fears of accelerating insolvencies and growing digital risks mean the market outlook 
remains uncertain.

Prompt, decisive action is necessary to secure appropriate and affordable protection. 

In this guide we will explain what D&O insurance is and how it works whilst detailing 
the existing, emerging and growing risks to which it can afford your senior executives 
protection. 

We’ll also explain how you can draw upon the commercial insurance expertise and 
bonds we’ve nurtured with key insurers over more than 40 years, mitigate against risks, 
satisfy underwriters’ evolving demands and minimise your premium.

Geoff Gregory 
Broking Director
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DIRECTORS & OFFICERS INSURANCE EXPLAINED
Directors & Officers insurance protects directors, key managers and officers against compensation claims 
made against them for alleged wrongful acts.

Such acts include breach of laws and regulations embracing:

•  Health and safety

•  Data and privacy 

•  Environmental standards

•  Duty or trust

•  Defamation

•  Negligence

•  Wrongful trading

Claims may be made against individuals by a range of people and bodies, including customers, suppliers, 
shareholders, regulators and investors.

D&O insurance covers the cost of defending claims and legal actions, including civil proceedings, criminal 
prosecutions and applications for company director disqualification 

It can also cover any compensation due when a claim is lost.

The definition of a director or officer may vary between policies but can embrace any manager or person 
whose roles sees them directing other employees.
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EXISTING & GROWING RISKS
The threat of existing risks such as breach of data, health, safety and environmental regulations has been 
amplified by changing economic and regulatory conditions.

In addition, legislative change has made it possible for those with a financial claim against a corporate 
body to pursue its directors and officers rather than the company.

D&O can afford protection against the legal costs and expenses associated with defending such claims 
and costs awarded to claimants.

Cyber
Changes in the way we do business have also had an impact. For example, digitisation has increased the 
breadth and depth of risk, with companies hosting ever greater vaults of sensitive personal and 
commercial data which may be susceptible to breach through mismanagement, accidental disclosure and 
cyber attack.

The Department of Media, Culture & Sport’s (DCMS) Cyber Security Breaches Survey 20211 found that 
39% of businesses had reported cyber security breaches or attacks in the previous 12 months. Of those, 
21% reported suffering financial data or other asset losses.  

The DCMS added that during the pandemic evidence suggested “that the risk level is potentially higher  
than ever under COVID-19, and that businesses are finding it harder to administer cyber security measures.”  
With Work from Home (WFH) and hybrid working models now part of the corporate landscape, such 
challenges remain for many.

By including cover for investigations into directors and officers’ actions relating to a data breach D&O 
insurance can complement and extend the limits of dedicated cyber insurance. 

You can read more about cyber insurance in our dedicated guide, Cyber Insurance in the Age of Digital 
Dependence.

CYBER D&O CLAIMS SCENARIO
A director or officer whose company engages in “nuisance calling” by telephone or text may receive a 
personal fine of up to £500,000. Such a fine would be issued by the Information Commissioners Office 
when an executive is deemed, through action or inaction, to have breached the Privacy and Electronic 
Communications Regulations (PECR).

Personal liability was introduced in a 2018 update to PECR designed to tackle evasion of corporate 
fines through the creation of so-called phoenix companies.
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Insolvency & late payment
In October 2022 monthly data released by The Insolvency Service revealed that the number of registered 
company insolvencies had soared by 38% year-on-year and by 32% against October 2019 figures.2

Compulsory liquidations in October 22 were four times the October 21 level, and 2% higher than  
pre-pandemic.  Creditors Voluntary Liquidations had jumped 28% year-on-year and were 53% higher  
than in October 2019.

Looking ahead, various factors suggest insolvency rates may continue to increase. At the close of 2022, 
the UK economy was moving into recession at the close of 2022, businesses were needing to repay 
government financial support whilst also facing rising energy, raw material and labour costs, supply chain 
disruptions and staff shortages.

In October 2022 the Federation of Small Businesses reported that 89% of small businesses had suffered 
rising costs, 43% had suffered falling revenues in the previous three months (against just 32% reporting an 
increase), with 41% forecasting a further drop in the following quarter.

The FSB also noted that ‘cashflow problems [were being] compounded by “anti-growth” late payment 
culture’ and that ‘More small firms [were] seeking finance to keep their heads above water’.3

Insolvencies and the actions of directors and officers that precede them are a significant trigger for liability 
claims which, given current economic turbulence, the number of which may be expected to rise.

The current outlook signals a potentially higher risk for the prosecution of wrongful trading, pursuit by 
creditors and actions initiated by insolvency practitioners.

INSOLVENCY D&O CLAIM SCENARIO
A company went into insolvency. The suppliers sued the directors of the insolvent company for 
wrongful trading for continuing to trade even when they knew the company was insolvent and 
couldn’t meets its obligations. By doing so, the directors worsened the debt to the creditors.

The directors were ordered to contribute to the company’s assets to make good the debt.  
The directors also had to pay for their own defence costs.4
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Negligence & Breach of Duty
Negligence is defined as a failure to take proper or reasonable care in doing something, resulting in 
damage or injury to you or someone else.  That damage may be physical or financial.  

As such, an executive may be sued or prosecuted for negligent action in a number of ways. 

A professional may be accused of providing poor advice, errors in drafting documentation or missing a 
deadline. Company owners and directors could face a claim for failing in their duty of care – causing injury 
or death through not adhering to health and safety regulations. 

D&O insurance can assist in the defence of such claims through funding of legal advice and costs, 
including awards that may be made against the defendant.

NEGLIGENCE D&O CLAIM SCENARIO
The Food Standards Agency prosecuted a restaurant owner following the death of a customer from 
anaphylactic shock after eating peanut contaminated food. The restaurant owner was charged with 
manslaughter by gross negligence after the customer’s clear “no nuts” request. 

Ingredients weren’t properly tracked or controlled and standard ingredients had been switched for 
cheaper ones containing peanuts.4

Business Motoring
In March 2022, the Department of Transport introduced more stringent laws relating to the use of mobile 
devices whilst in charge of a motor vehicle. The new regime has made it illegal to handle any mobile device 
whilst driving, even when stationary or queuing in traffic. 

This move followed changes to the Highway Code and added to the tools already available to the police, 
such as fixed and mobile speed cameras.

Business motorists may be more vulnerable to prosecution or penalty if they clock up above average 
mileage. As penalties could result in the loss of their licence, these may also impact their ability to fulfil 
their role and conduct business.

BUSINESS MOTORING CLAIMS SCENARIO
A company director was driving during the course of business when he was pulled over by police in 
Scotland and charged with using a mobile phone while driving. If convicted the driver faced a penalty 
of six points on his licence, which, under “totting up” provisions, would have resulted in a driving ban.

The insured’s cover provided legal representation which enabled negotiation of an amended charge. 
This meant the director received only a three-point penalty and retained their licence.5 
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Health & Safety
In recent years there has been a steady decline in the number of prosecution cases brought by the Health 
& Safety Executive (in England & Wales) and the Crown Office & Procurator Fiscal Service (in Scotland). 

However, figures for 2020/1 show that a total of £26.9m in fines were issued to ‘duty holders’. Under the 
Health & Safety at Work Act, a duty holder may be a corporate body, employer, self-employed or an employee. 

The average fine per case rose by 35% year-on-year to £145,000. This continued a trend that has seen 
average fines rise by nearly 170% since 2014/15 when sentencing guidelines changed to link the size of 
fines to turnover.

There is a noticeably high rate of conviction of between 93-95% for cases that are brought to court.6  

HEALTH & SAFETY CLAIM SCENARIO
The director of a small fireplace retail company was prosecuted following an employee injury.  
The employee suffered serious fractures and crushing injuries to his leg after a marble fireplace 
he was attempting to move fell on him. 

The court heard that the director hadn’t provided training on how to move heavy items and that the 
proper equipment for the move had also not been provided. 

The director faced a fine and legal costs.4 

Wider Regulatory Breaches
UK businesses operate within an increasingly regulated landscape. There are now over 90 regulatory 
bodies policing a wide range of activities and deploying a combined budget of nearly £5 billion.5

Regulators span a bodies such as the Advertising Standards Authority and Food Standards Agency, 
through the Health & Safety Executive and the Metropolitan and regional police forces.

As such no private or public sector organisation is immune to the risk of regulatory breach.

REGULATORY BREACH CLAIM SCENARIO
An online estate agency was investigated by the Advertising Standards Authority which ruled its 
website was misleading.  It noted that a viewing service fee, which would normally be inclusive of 
traditional agencies’ fees, was not clearly presented as an additional cost. It further determined that, 
by not including this fee, the website’s price comparison tool was likely to mislead consumers on the 
savings they might make.

It further ruled that that the comparison between its service and those provided by traditional 
agencies was misleading as the online provider charged whether a sales was secured or not.7
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EMERGING RISKS
New risks are emerging or being amplified. Most notable among these are those associated with 
Environmental, Social and Governance (ESG) issues and proposed changes to UK audit regulations.

Environmental, Social & Governance issues

The actions and culture of organisations and their directors and officers are coming under heightened 
scrutiny from a wide range of stakeholders, with litigation risk a primary concern. 

Shanil Williams, Global Head of Financial Lines, Allianz Global Corporate & Specialty.

ESG, which embraces environmental concerns alongside inclusion, working conditions, corporate 
transparency and allied issues, is increasingly being embraced and engaged with across the UK and global 
economies. 

It is being driven by consumer and corporate sentiment alongside hard economic reality and increasingly 
stringent regulation.

At the COP26 UN Climate Change Conference of the then Chancellor announced new measures to 
compel larger companies to publish their Net Zero transition plans by 2023. Internationally a new body, 
the International Sustainability Standards Board, will determine and regulate sustainability related 
disclosure standards.

The EU has published a draft Corporate Due Diligence and Corporate Accountability Directive. This would 
introduce mandatory due diligence obligations relating to environmental, human rights and governance 
issues. This could become law by 2024 and apply not just to businesses based in the EU but to those 
selling goods and services into the EU. 

Directors and officers may also face increasing risks from shareholders, stakeholders and activists.

The campaigning power of activist groups should not be underestimated.  The introduction of Clean Air 
Zones across the UK came only after Client Earth successfully sued the UK government in the Supreme 
Court for failure to comply with air quality standards defined in European law. 

Client Earth specifically states that is “ingeniously using the law to create systemic change” to address 
environmental challenges. It has recently launched action against an international supermarket group 
alleging it “is not disclosing key information on its use of plastics and fails to report plastic-related risk to 
its investors, in breach of its legal requirements.”8  

The potential risks faced by directors of litigation targeted at them personally, has also been highlighted 
by Client Earth.  
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In March 2022 the group announced legal action against the directors of Shell, arguing that: “The Board 
has failed to adopt and implement a climate strategy that truly aligns with the Paris Agreement goal to keep 
global temperature rises to below 1.5°C by 2050. We believe the Board is breaching its duties under the UK 
Companies Act, which legally requires it to act in a way that promotes the company’s success, exercising 
reasonable care, skill and diligence”.9  

Shareholders are also turning to the law in order to pursue value release and/or to promote ethical and 
sustainable trading practices, again placing directors and officers in the legal line of fire. Such action is 
being promoted collectively through campaigning organisations such as ShareAction.

It is anticipated that legal actions relating to governance, financial transparency, conflicts of interest, 
diversity and inclusion are also set to increase in the face of increased regulatory oversight and share/
stakeholder activism.

ENVIRONMENTAL D&O CLAIM SCENARIO
A meat rendering company was charged with pollution by the Environment Agency after extremely 
high levels of ammonia were detected in a local stream. Investigations showed that the company had 
been negligent and had failed to take reasonable care to prevent the pollution from occurring. 

Their monitoring processes were insufficient and their sampling of the local watercourse was 
inadequate.4 

ESG, Risk Assessment & insurance Provision
ESG, and in particular its environmental element, is set to transform the commercial insurance landscape 
in a number of ways. The Association of British Insurers has set a 2025 deadline for firms to have set 
targets and frameworks for achieving Net Zero carbon emissions by 2050.

It’s Climate Change Road Map demands that “By this point, firms should have reached Net Zero within their 
own directly controlled emissions and reported transparently on progress”.

Aviva has been among the most pro-active and vocal in this area, announcing in March 2020 its 
commitment to securing” real world change “ when unveiling its plan to become a Net Zero company  
by 2040.10

It has pledged to reduce its exposure to coal not just in the investments its make, but the business 
insurance it underwrites.

This is indicative of a wider trend which will see ESG will be increasingly integral to insurers’ risk 
assessments and impact the nature and availability of commercial insurance.
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Audit & Pension Reform
The Pensions Schemes Act 2021 introduced new criminal offences carrying financial penalties of up to 
£1m for which directors and officers may be liable.

In addition the government is consulting on potential reform of the UK’s audit and governance 
regulations. The proposed regulatory changes relate to the accuracy of financial reporting and, if 
implemented, will again put directors and officers at risk of financial penalties if found in breach.

SECURING D&O INSURANCE IN A HARD MARKET
As previously discussed, a range of factors have adversely impacted the D&O insurance market. Premiums 
have increased and underwriting criteria tightened, presenting challenges to SME owners and executives 
in search of effective and affordable cover.

This is further complicated by policy variations, with an array of different limits, exclusions and 
policyholder responsibilities further complicating the purchasing decision.

Clarity will be additionally undermined as, in the absence of industry standards, insurers’ ESG related risk 
assessment practices will evolve independently. 

The good news is that, with over 40 years’ specialist experience, we’re here to expertly guide you through 
that confusing maze to the most appropriate solution for you and your fellow executives.

Having over those years forged strong and productive relationships with key D&O insurers, we are ideally 
placed to navigate the many obstacles which obstruct directors and officers’ pursuit of protection.

We can also expertly advise on a range of complementary management liability covers. These include;

• Corporate Legal Liability,

• Employment Practices Liability,

• Professional Indemnity,

• Employers Liability,

• Public Liability. 
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NEED FURTHER ADVICE?
To arrange a confidential, no-obligation consultation:

Call Simon Mannion 0161 304 5037 / 07768 272067

Email simonmannion@rbig.com  

You may also be interested in our free publication, Are You Ready For Renewal?,  
an independent guide to renewing commercial insurance policies.  
Please call or email for your copy

Sources:
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